CASH HANDLING & SECURITY
By Guy Lerner

he riskiest moment in a store manager’s week isn't

the Monday cash-up, the Friday rush or even the
occasional shoplifter. It's the few minutes when a staff
member walks from the back office to the vault with a
bag full of R100 and R200 notes. If that sounds alarmist
in today's supposedly cash-light retail environment, it
isn't. Almost everywhere you look, physical exposure to
cash remains one of the most consequential, and yet
also most solvable, problems a store can face.

But solvable doesn’t mean that it has been solved.
Across the country’s supermarkets, wholesale stores
and independent retailers, cash continues to flow in
enormous volumes. The risks attached to it — think
internal shrinkage, opportunistic theft, armed robbery,
fraud and increasingly sophisticated digital crime — are
evolving faster than many businesses can keep up.

What is encouraging, however, is that the technology
and the strategies to address these risks are now better
than they have ever been. From through-the-wall smart
safes that physically separate staff from stored cash to
Al-powered surveillance platforms that can flag unusual
behaviour before an incident escalates, retailers and
wholesalers have access to tools that were the preserve
of major banks a decade ago.

The question, as several industry specialists suggest, is
no longer about whether to upgrade but rather how to
do so strategically and quickly.

To focus on delivering the best experience to customers you need solutions that enable customer
choice, automate routine processes and release staff time to focus on delivering the best
experience to customers. After all, it's the experience you deliver that sets you apart from your
competitors and keeps your customers coming back. www.glory-global.com/en-gb

Cash s still king (and still a target)
South Africa’s payment landscape is shifting,
but not nearly as fast as some headlines
suggest. According to the South African
Reserve Bank’'s 2023 Payments Study Report,
cash accounts for 56% of all payments
nationally and the average cash transaction
is around R208, which reflects the reality

of millions of low-value, daily purchases in

Best practices
and emerging
technologies for
cash handling
and physical
security in
South African
FMCG retail

and wholesale
sectors

township, rural and
informal retail environ-
ments.

Indeed, the 2024
FinMark Trust FinScope
Consumer Survey found
that 90% of South

African adults still use cash on a weekly basis, even
where digital alternatives exist. For grocery and
FMCQG retailers, this translates into significant daily
cash volumes and considerable exposure.

SAPS crime statistics for the third quarter of
2025/26 (October to December 2025) brought
some good news: business robberies fell by 22.5%
compared with the same period in the prior
year. However, the same data recorded a sharp
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27.6% surge in cash-in-transit heists over the
period, a reminder that while in-store security is
improving, criminals are simply shifting their focus
rather than stepping back.

In reviewing 2025 data, the Cash-In-Transit
Association of South Africa (CITASA) noted a 13%
reduction in CIT robberies overall. Although this is
a meaningful improvement, it cautioned that the
violence associated with individual incidents was,
in many cases, escalating.

From vaulit to visibility: the case for
automated cash management
The biggest shift in retail cash handling has been
the move from manual processes to automated,
connected systems; it's no longer a theoretical
preference but rather financial and operational.
Albert Erasmus, CEO of the cash management
solutions IZI Group, elaborates on this emerging
trend. He says ...

K6 There is a clear shift
toward end-to-end cash
management solutions, with
retailers partnering with

a single provider to manage
the entire cash lifecycle,

from collection through to
reconciliation and settlement.
This reduces complexity while improving
accountability and visibility. Il

Albert Erasmus

Erasmus describes a ‘device-agnostic’ approach:
focusing on compatibility with leading technologies

https://stockcake.com/imodern-business-technology

and providing comprehensive insurance across
the entire cash cycle. This approach ensures the
software functions seamlessly across any hardware,
operating system or browser without special
adaptations.

The core benefit of automation, as both IZ|
and fellow vendor Deposita emphasise, is the
elimination of the human handling moment; that
proverbial high-risk ‘walk across the office floor’.

Sidalan Moodley, Managing Director of Deposita
says ...

—
.ﬂ K6 Automated cash handling
— i l

systems eliminate many of
the risks associated with
human error and internal
shrinkage. By validating and
recording every transaction,
8 these systems create a fully
auditable cash trail."Rl\

Sdralan Modley

Risk is further reduced by smart safes that incor-
porate bank-grade note validation, counterfeit
detection, real-time reporting and tamper moni-
toring, as well as through-the-wall solutions, which
physically separate staff from stored cash and from
the access point used by cash-in-transit operators.

For stores in high-risk locations, this type of
physical barrier does more than just improve
efficiency; it removes the possibility of a certain
category of attack entirely. As Moodley puts
it: “This innovative, through-the-wall solution
significantly reduces opportunities for attack while
maintaining seamless operations.”

For wholesalers, where transaction sizes and
bulk cash volumes are considerably larger than in
standard retail stores, the automation argument is
even more compelling.

Both Erasmus and Moodley note that the
emphasis differs between the two environments:
retail requires speed and transactional efficiency,
while wholesale demands high-capacity storage
and structured cash movement.
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From Till to Bank: Why Retailers Are Expanding Cash
Automation Across the Store

Cash remains central to retail trading in South Africa, but the way it is handled
in store has not always evolved at the same pace as other retail operations.
Manual counting, reconciliation errors, security risks and banking penalties
continue to place pressure on staff and margins — particularly in cash-intensive
environments.

To address this, many retailers have introduced back-office cash
automation, such as smart safes and automated deposit systems. These
solutions reduce manual counting, improve accuracy and secure cash before it
leaves the store.

However, back-office automation alone only solves part of the problem. What
about cash handling at the till-points? And the journey of cash from the tills to
the back-office?

Why the front of store matters

If cash is still handled manually at the till, errors, delays and risks can occur
long before deposits reach the back office. Float preparation, shift changes and
change giving all introduce opportunities for mistakes and staff stress.

To close these gaps, Roots Butchery extended automation to the front of store,
replacing traditional cash drawers with automated cash recyclers at the till.
Cashiers deposit notes directly into the device, which authenticates, counts and
dispenses change automatically. Secure cassettes from the front of store
devices are used to transport the cash to the back-office device. Staff no longer
count cash, manually move cash and every transaction is recorded in real time.

The benefits are immediate: faster transactions, and cashiers freed from the
pressure of worrying about errors in giving change.

Contact Us &

Instant credit completes the journey

Now the back-office device takes over, reconciling end-of-day and preparing deposits
automatically. The final step is connecting cash automation directly to the retailer’s
bank with deposits credited — often instantly.

For retailers, this improves cash flow, reduces the need for manual banking trips, and
provides clear, real time visibility of cash across the store. At Roots, the combined
front and back office solution has been described simply as “a bank, a safe, and a
cash up machine — all in one.”

Operational benefits beyond cash

By expanding automation across the entire store, retailers are achieving more
than improved cash handling. They gain:

* Greater accuracy and transparency through automated reconciliation
e Enhanced security and reduced exposure to counterfeit risk

» Faster customer service and shorter queues

* Lower staff stress and improved productivity

For South African retailers, the lesson is clear. Automating the back office was an
important first step — but closing the loop from till to bank is where real efficiency,
control and service improvement are delivered.
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https://deposita.co.za/

But the underlying principles, reducing on-site
cash exposure, creating an audit trail and ensuring
real-time visibility, apply across the board.

A cloud-based software platform, such as that
offered by Deposita, allows multisite businesses
to monitor cash positions in real time, optimise
CIT collection schedules and reduce excess cash
holding. It's not just about security; it's a working
capital lever. Retailers who maintain excessive cash
on-site are simultaneously carrying unnecessary
risk and cost.

The intelligence layer:
Al, analytics and real-time monitoring
Security technology in South Africa is evolving
well beyond conventional CCTV. At events such
as Securex South Africa 2025 — held at Gallagher
Convention Centre and returning in June 2026 — Al-
powered surveillance featured prominently as one
of the most actively adopted technologies in the
local security industry.

Machine learning platforms can now detect
anomalous behaviour, flag unauthorised access

https://stockcake.com/i/cybersecurity-professional-working

in restricted zones and trigger automated alerts
without requiring a human operator to be watching
a screen at the right moment. Surveillance is mov-
ing from passive recording to active, intelligent
monitoring, which fundamentally changes the risk
equation.

Erasmus describes real-time tracking capability in
similar terms ...

K6 Al-enabled systems, such as video
telematics and surveillance analytics, allow for

early identification of suspicious behaviour,
incident detection and escalation in real time.

Strategy is now data-driven and proactive. 1)

For example, 1ZI's platforms offer full track-and-
trace visibility across the cash lifecycle, enabling
immediate validation of handovers and account-
ability points, reducing internal risk and the vulner-
ability window during CIT operations.”

Moodley says a “closed-loop, data-rich environ-
ment where every cash movement is tracked,
analysed and secured” has capabilities that include
identifying unusual deposit patterns, flagging
variances between expected and actual cash values
and detecting irregular transaction timing.

These are the early warning signals that, historic-
ally, would only surface during a post-incident
audit, often weeks or months after the fact. The
shift to real-time anomaly detection means that
procedural non-compliance and emerging internal
risks can be addressed before they become losses.

This data-driven approach also has a practical
operational benefit: it enables predictive rather
than fixed CIT scheduling. Rather than collecting
at the same time each week, a predictable routine
that organised criminals can and do exploit,
retailers can schedule collections based on actual
cash accumulation trends. Unpredictability, in
security terms, is a genuine deterrent.
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KwaZulu-Natal is grappling with a significant surge in cash-in-
transit (CIT) robberies, prompting urgent calls for law enforcement
to tackle the organised nature of these sophisticated crimes.
Police Commissioner Lieutenant General Nhlanhla Mkhwanazi

has expressed deep concerns about the operational challenges
hindering their efforts to combat this persistent criminal threat.
Image: Tumi Pakkies/ Independent Newspapers. https://iol.co.za/

Fortifying the store:
physical security in layers
No software platform, however sophisticated, is
a substitute for robust physical security. Ask almost
any security specialist and you'll hear the same
thing: layered protection works best. CCTV, access
control, 24/7 remote monitoring, alarm systems,
perimeter lighting, and smart safes all operate
more effectively as components of an integrated
strategy than they do in isolation.

Erasmus describes the approach as “creating
a holistic security environment, where multiple
layers work together seamlessly,” with access con-
trols limiting entry to sensitive areas, continuous
monitoring enabling rapid incident response and
a command-centre oversight function providing
round-the-clock visibility.

Lighting, often underestimated as a security
investment, deserves particular mention in the

South African context. Both Erasmus and Moodley
highlight that well-designed in-store and perimeter
lighting deters criminal activity, improves the per-
formance of surveillance cameras, and contributes
meaningfully to staff safety, especially during early
morning deliveries and late-night closures.

1] Parking areas and loading zones,
which are often overlooked in security planning,
represent significant vulnerability points.
For stores in high-crime precincts,
the combination of visible cameras,
good lighting and clearly communicated
security signage can be enough
to deter criminal activity. 1)

The CIT
| exchange
point, where
cash transfers
from store
staff to the
armoured
vehicle
operator,
remains one
of the highest-
risk moments
in the retail
cash cycle.

* Two security officers
were injured following
a cash-in-transit robbery
on the R74 in Stanger.
TT  Image: IPSS Medical Rescue.
.2 https://iol.co.za/news/

The CIT exchange point, where cash transfers
from store staff to the armoured vehicle operator,
remains one of the highest-risk moments in the
retail cash cycle. Cross-pavement attacks, where
armed perpetrators intercept cash during this
handover, accounted for a significant share of CIT
incidents in recent years.

According to CITASA incident data, 16 cross-
pavement attacks were recorded in a single recent
reporting period, suggesting that the threat is not
abstract. Comprehensive through-the-wall systems
that entirely eliminate the public handover point
represent a meaningful structural response to

this risk.
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The digital front: fraud, phishing and
protecting card transactions

Cash handling may be the oldest security challenge
in retail, but it now sits alongside a rapidly esca-
lating set of digital threats. South African retailers
processing card and online payments are operating
in an environment where cybercrime is becoming
simultaneously more sophisticated and more
accessible to would-be perpetrators.

Crime statistics from SABRIC paint a fairly stark
picture: while overall financial crime losses dropped
18% to R2.7 billion, likely a result of stronger
prevention and detection measures, digital banking
fraud moved in the opposite direction, with case
volumes doubling from approximately 32000 to
64000 incidents.

Losses from digital fraud reached over R1.4
billion, driven largely by social engineering rather
than technical compromises or breaches. Fraudsters
are using generative Al to craft phishing emails
that are near-indistinguishable from legitimate
banking communications, WhatsApp messages that
impersonate trusted institutions, and voice-cloned

Decentralised technologies
are reshaping the financial
landscape. Unfortunately, the
rapid innovation, still-evolving
regulatory structure, and
complex nature of the industry
is attracting plenty of digital
asset fraudsters. The crypto
industry is often compared to
the Wild West or a gold rush.

https://cdn.britannica.com/

deepfakes of bank officials. SABRIC says Al-driven
crime is emerging as a growing concern, with
criminals using machine-generated content to
deceive victims.

For retailers, the implications extend beyond
digital banking. Card-not-present fraud where
stolen card details are used for online purchases)
continues to grow, and retailers who accept card
payments need to ensure their point-of-sale
systems are tamper-proof, EMV (Europay, Master-
card, and Visa) compliant and regularly audited.
PCI DSS or Payment Card Industry Data Security
Standard compliance is the baseline, not a diffe-
rentiator. Retailers who have not yet conducted
a full review of their POS infrastructure must treat
this as urgent.

South Africa’s infrastructure realities add a further
dimension to digital threats. Loadshedding and other
network outages, though less severe in 2025 and
2026 than in prior years, mean that digital payment
systems can fail at exactly the wrong moment: peak
trading hours, month-end or public holidays.

Retailers who have eliminated cash-handling
capacity in pursuit of a fully cashless operation
face real revenue risk when connectivity drops.
Maintaining hybrid infrastructure, with cash-capable
systems running alongside card and digital options,
is not backward-looking but rather operationally
prudent.

“Our approach is simple: remove risk, automate
processes, and give businesses full control of their
cash,” says Deposita’s Moodley.
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A multi-layered security strategy:
integrating cash, people and technology
Erasmus sums up the full-spectrum risk picture
simply: “Retailers and wholesalers face a combin-

ation of external and internal risks, including armed

robberies and cross-pavement attacks, theft and
organised retail crime, insider threats, internal
shrinkage and vulnerabilities during cash handling
and movement.

66 he evolving nature of crime is most often
coordinated and intelligence-driven, which
means that businesses must adopt multi-layered

security strategies that combine physical presence,
technology and intelligence-led risk management. Al

Businesses in South Africa that are managing
retail security most effectively have moved away
from considering cash handling, physical security,
digital protection and staff training to be separate
problems. The strongest strategies treat these as
components of a single, integrated system built
around data.

This shift has practical implications. Moodley
says it means providing retailers with secure hard-
ware together with management software that
connects device data to business decision-making.
Retailers and wholesalers can adjust CIT schedules
dynamically, generate reconciliation reports at the
click of a button and ensure granular, transaction-
level visibility that makes internal shrinkage harder
to commit and easier to detect.

Erasmus agrees, saying it's about providing
a comprehensive offer: cash management devices

www.canva.com/

and platforms, CIT services, physical security and,
crucially, insurance that covers cash at every stage
of the lifecycle — on-site, in transit and in the
device itself.

K€ Retailers cannot afford fragmented approaches
to cash and security. Businesses require scale,
visibility and control to operate securely
and efficiently in a complex risk landscape. 1)

The insurance dimension is frequently overlooked
in security planning. Many retailers insure their
stock and their buildings but do not have clarity on
what their coverage actually includes (or excludes)

during a CIT exchange, a smart safe breach or

a cyber incident. Understanding the gaps in cover-
age is as important as understanding the gaps in
physical security.

Staff training, too, is an area where many retailers
under-invest. The best security hardware in the
world is compromised by a staff member who
follows a phishing link, shares a PIN or deviates
from a cash-handling protocol.

Embedding security awareness into onboarding
and regular training cycles, and not just responding
to incidents, is one of the highest-return invest-
ments a retailer or wholesaler can make.
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Linkedin: Volumatic
The bigger picture
The store manager who worries about that walk
with the bag of notes is not being dramatic, they
are being realistic.
Cash handling in South African retail involves
substantial daily risk and the instinct to treat

it seriously is well founded. What the technology
landscape of 2026 offers retailers facing the same
challenge is the ability to redesign that walk out of
existence or, at the very least, make it vastly safer,
faster and more accountable.

“In today’s environment, retailers and wholesalers
cannot afford fragmented approaches to cash and
security,” says Erasmus.

Smart safes, automated reconciliation, Al-driven
surveillance and real-time analytics are converging
into a new baseline for well-managed retail and
wholesale security. Retailers who meet that baseline
are reducing risk, improving efficiency, unlocking
working capital and building the kind of operational
resilience that allows them to grow in today’'s market.
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However, the real challenge isn't knowing what's
possible but committing to the investment and
actually following through. In South Africa’s retail
environment, that commitment has never been
more important — or more attainable. SR

Sources:
www.sabuildingreview.co.za/media-partners/securex-south-africa
https://iol.co.za/news/south-africa/kwazulu-natal/
www.techtarget.com/searchsecurity/definition/PCl-DSS-Payment

Guy Lerner writes across diverse topics in
business, technology, and retail, including
consumer technology, telecommunications
software, user experience technology,
security, and power systems. Guy holds

a B.Sc. Honours degree from the University
of Witwatersrand. Contact Wilkins Ross
Communications (www.wilkinsrossglobal.
com) or guy@wilkinsross.co.za.
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Contact: Johan or Janine
salesteam@masterjack.co.za
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PALLET JACK SALES
Contact: Brendan

internalsales@masterjack.co.za

L i, P ;

- 500kg or 1000kg
- Lids, Castors,
And Outlet Valves
are optional extras

Lifting Equipment @ Pallets ® Bins S MASTERJACK co.za
Since 1989
Wheelie Bin-120L, 240L, 360L Pallet Bin — Solid or Perforated Pallet Jacks | Semi-Electric Stacker 1500kg

- 2000 to 5000kg | - Lifts up to 2600mm- 3500mm
- 1200 x 685mm | - Forkover or
- 1500 x 685mm | Wide Straddle
1800 x 685mm | Electric Lift
- Manual
Push/Pull

Pharmaceutical
Hygienic Pallet

1200mm x 1000mm x
150mm

1219mm x 1016mm x
35mm
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